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INTRODUCTION: EXHAUST DATA
The brief will focus on how big data has revolutionized the collection and analysis of
exhaust data, how personal data has become a commodity sold by businesses for the
purposes of targeted advertising, marketing, and customer qualification, and the
business opportunity to create a new transparent credit score for the sharing
economy, Credit Score 2.0, based on exhaust data.
Exhaust data is the electronic trail of information you leave as you go about your
day using mobile devices, credit cards, reward cards, surveys and online activities.
Data in the form of cookies, selections or preferences leave a trail preferences that
are valuable. Exhaust data is not restricted to electronic data but could include data
from rewards cards, paper surveys, mortgages or loan applications and credit
reports.
Data is growing at an incredible rate and exhaust data is growing proportionally. In
2014 Intel1 predicted that by 2017, mobile traffic will have grown 13 times in just
five years, and by 2017 there will be 3 times more connected devices than people on
earth. All digital data created 4 zettabytes in 20132 (that is 2 to the 70th power or
1021 bytes). Most of the data is unstructured but all this electronic data leaves a
digital fingerprint.

EXHAUST DATA AS PART OF BIG DATA ECO-SYSTEM
The exhaust data eco-system consists of data collectors, data storage and
processors, data analysis and data sales. Data collectors gather our exhaust data
with or without our knowledge or permission. The data is stored and processed
using software such as Apache Hadoop which is an open-source software
framework written in Java for distributed storage and distributed processing of very
large data sets3. Data analysis includes sorting, analyzing and packaging the data for
specific purposes or end customers. Data sales is just that, sales to end customers
inside or outside the company that collects, stores and analyses the information.
Data can be purchased from data brokers. Data can be used internally to help target
customers or improve some business process, or data can be sold to an outside
customer. For example, CVS Caremark and Walgreens sold data about its pharmacy
customers, such as patient names, contact information, doctor’s names and
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prescription details, to data brokers who then sold this information to
pharmaceutical vendors such as Eli Lilly and Co., Merck, AstraZeneca, Bayer and
other drug manufactures4.

EXHAUST DATA COLLECTION
Every company who has a service or a product collects data from its customers. This
is not new, but what has changed is the quantity and quality of customer specific
data being generated and the emergence of customer data being a product that can
be bought and sold.
Data collectors include traditional companies such as credit rating agencies like
Experian, Equifax and TransUnion. Marketing agencies like Acxiom and Epsilon
Business information and news agencies such as Bloomberg and Dun & Bradstreet.
Retailers like Walmart, Target, and Walgreens. New players include Google,
Facebook, and Amazon use offline data and profile information to target ads and
market products. Telecommunication companies such as AT&T, Verizon, Comcast
and BT use mobile data that adds GPS location to the exhaust data being generated
and stored. Agencies such as the NSA and Department of Homeland Security collect
similar information for security reasons.

DATA BROKERS
In 2012 the FCC defined a Data Broker as “companies that collect information,
including personal information about consumers, from a wide variety of sources for
the purpose of reselling such information to their customers for various purposes,
including verifying an individual’s identity, differentiating records, marketing
products, and preventing financial fraud.”6 The number of companies and size of
the industry is not clear but estimates indicate that this is multi-billion dollar
industry consisting of hundreds of companies7.
As previously noted the industry includes credit reporting agencies, digital
marketing companies, retailers, and various online media companies. Data brokers
collect traditional offline data and combine it with online data to create detailed
customer profiles. Customer profiles are used to predict if an individual is a credit
risk or is likely to be a customer for a high end SUV.
In a 2013 US Senate, Staff Report for Chairman Rockefeller5 it states the following:
Acxiom alone has “multi-sourced insight into approximately 700 million
consumers worldwide,”54 and Datalogix asserts its data “includes almost every
U.S. household.”55 Some of the companies maintain thousands of data points
on individual consumers, with one providing the Committee a list of
approximately 75,000 individual data elements that are in its system.56 Data
CET Technical Brief

Exhaust Data: Credit Score 2.0

4

University of California, Berkeley

Center for Entrepreneurship & Technology

collected by these companies includes detailed and personal information
including data on consumers’ health and financial status.
The 2013 US Senate, Staff Report for Chairman Rockefeller5 concluded the
following:
•

Data brokers collect a huge volume of detailed information on hundreds of
millions of consumers.

•

Data brokers sell products that identify financially vulnerable consumers.

•

Data broker products provide information about consumer offline behavior
to tailor online outreach by marketers.

•

Data brokers operate behind a veil of secrecy

DATA BROKER PRODUCTS
Data brokers are in the business of collecting and analyzing consumer data to
provide their customers insight into groups or individual consumer’s characteristics
and predicted behaviors. Customer profiles consist of “actual” or “modeled”
elements. Actual data could include date of birth, address, marital status, Etc…
Modeled elements could be something like “an interest in a sport based on a
magazine subscription”8. Customer data is provided in the form of a list of
individuals who may be interested in a project or service, or specific customer
information to augment information that a company may already have on an
individual. The consumer databases are provided with analytic tools, and multiplatform tracking tools to enable data broker customers to advertise and market to
their potential customers.
Data broker products are known to characterize a consumer’s economic status.
According to the Rockefeller Senate Report. Consumers who are financially stable
may be characterized as “Power Couples”, “American Royalty, or “Just Sailing
Along”5. The Rockefeller Report also identified Data Broker profiles that targeted
financially vulnerable populations as shown in the Figure I below5.
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Vulnerable Population Profiles

COMPANY PROFILES
It is worth taking a quick look at three companies identified as Data Brokers.
Experian and Acxiom are well established and Spokeo is an emerging player.

I. EXPERIAN
Experian is a $4.8B corporation headquartered in Dublin Ireland. Most consumers
would identify Experian as a credit reporting agency, but Experian is really an
information services company and operates in four segments: Credit Services,
Consumer Services, Marketing Services, and Decision Analytics. Experian’s business
customers include financial services, automotive, insurance, media, telecoms,
healthcare, education, and others.
As part of the Marketing Services business Experian has a suite of products that
provide detailed consumer profiles, analytics, and tools that allows Experian
customers to track their customer across multiple platforms8. See Figure II

CET Technical Brief

Exhaust Data: Credit Score 2.0

6

University of California, Berkeley

II.

Center for Entrepreneurship & Technology

Experian Marketing Services Products14

In a 2013 US Senate, Staff Report for Chairman Rockefeller5 it states the following:
Experian manages a database open to catalog sellers as well as brick
and mortar and e-commerce retailers. Participants provide customer
transactional records, which may include consumer’s name, address,
gender, e-mail address, phone number, channel of purchase (e.g.
online or in-store), dollar amount, payment method, transaction
date, and transaction product category.85 Experian summarizes the
information to describe buying behaviors at the household level
within general product categories – such as “Kitchen and Tabletop,”
“Books,” or “Vitamins/Health Products.”86

II. ACXIOM
Acxiom is $1.1B Corporation headquartered in Little Rock Arkansas. The company
operates as an enterprise data, analytics, and software-as-a-service company in the
United States, Europe, South America, and the Asia-Pacific. The company operates in
three segments: Marketing and Data Services, IT Infrastructure Management, and
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Other Services12. Similar to Experian Axciom provides consumer profiling, analytics,
and online platform tracking tools that allow its customers to target market to
consumers. Its products include:
•
•
•

PersonicX: Consumer Segmentation
AbiliTec: Customer matching & identify resolution
Audience Operating System (AOS): Device platform tracking

Acxiom maintains databases for approximately 700 million individual’s world
wide5. Its consumer profiles consist of around 1,500 data points10. The PersonicX
classification systems assigns consumers to one of 70 socioeconomic clusters”10. An
example is given in Figure III13. Axciom also maintains the consumer database for
47 of the top fortune 500 companies10. Individuals can see some of the data that is
being held by Acxiom at www.Aboutthedata.com. After entering information to
identify yourself, e.g. social security number, individuals can view and correct
information on file.
Like Experian and Eqifax Axciom admitted to the Senate Commerce Committee
panel in 2013 that it passed on sensitive information of individuals in the “X-tra
needy” category. The information was un-specified but included income, credit
denials, and if individuals had been victims of crimes10.
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III.

PersonicX Profile

III. SPOKEO
Spokeo is a privately held company based in Pasadena CA. Their product is a web
based search platform that enables individuals and business to search people online.
Enter a name into their search engine and it will identify potential matches with
information like date of birth, previous homes, and family members to narrow the
search. Pay a small fee and the site will provide aggregated online and offline
information. See Figure IV.
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IV.

Spokeo Search Hit

Spokeo has had issues with the FTC. In 2012 It paid a $800,000 in civil penalties
after it was accused of selling personal profiles to third parties in violation of the
Fair Credit Report Act (FCRA)10.

REGULATION
Data collection technology has raced ahead of regulation. In the U.S. there is a
mixture of regulations at the Federal and State level. For example the Fair Credit
Reporting Act, FCRA regulates the reporting financial transactions. The Video
Privacy Protection Act of 1988 regulates the reporting of video rentals as a result of
the Robert Bork Supreme Court nomination hearings15. However the collection and
usage of vast quantify of offline and online data is not regulated. This includes data
captured by browsers, social media posts, location data provide to applications,
retail purchases, home purchases, Etc…
There are several question with respect to the ownership of data. For example do
you give up your privacy rights when you agree to a multipage click through
agreement or loyalty program? Do you own your image if it is posted by another
individual on Social Media? Can an individual get a report of what data is being held
by an organization and how it is being used?
The U.S. Federal and State regulators are just beginning to debate the regulation of
Exhaust Data. The EU has been ahead of the U.S. with respect to regulation. The EU
has passed regulations on the “Right to be forgotten” and “The Right to Know”. The
“Right to be forgotten” is targeted at Google to remove information from search
results if it is requested by an individual. It does not regulate the data sources. The
“Right to Know” regulations allow individuals to know what data is being held by
companies. What is not clear is how effective regulations will be given changing
technology and that data is being held across international boundaries.
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DATA COLLECTION SUMMARY
The Data Collection and Broker business is a multi-billion dollar industry that is
collecting vast quantiles of consumer data. A few key observations:
•
•
•

•

Online and Offline data is being sold & merged to target market to consumers
Data brokers create detailed “profiles” to target consumers
Consumer have limited visibility of their online “profile”
– No transparency
– May be incorrect
Regulation has not caught up with the technology

This may sound harmless if the only downside it miss targeted advertising or paying
a different price for a product, but an incorrect profile data or analysis could be used
to set insurance rates, deny access to a service, or impact employment. The industry
and regulation needs to provide individual control, transparency, security, and
access to accuracy.

EMERGING PLAYERS
Now after we looked at existing companies in the market analyzing personal data
exhaust to build personal profile, let's talk about emerging players, what they do
and how this may enable new business opportunity and potentially build new ecosystem and bring new players around such well-known and established terms as
credit score and credit report. We will look at several companies who are using data
exhaust to build personal profile.

KRED, KLOUT, PEERINDEX
There is a group of companies Kred (http://kred.com), Klout
(http://www.clout.com), PeerIndex (http://www.peereindex.com, recently
acquired by BrandWatch) which are measuring personal influence score based on
activity of the person in social media. Once influence metrics is built - those
companies help to connect "influencers" with other companies who are interested
to advertise their new product/service or increase awareness on specific topic in
social media.
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While this does not sound like personal profile or worthiness metrics – this is an
example of an emerging personal metric in the world of IoT and “sharing economy”.

TRUSTCLOUD
Another company building personal profile is TrustCloud. TrustCloud is a credit
platform for Peer Marketplaces that measures virtuous behavior online to build a
portable and contextual trust score you can use anywhere.

TrustCloud collects your publicly-available data from networks like Facebook,
Google and LinkedIn, then analyzes it and assigns your trustworthiness a ranking
between 1 and 1000 and builds 3 metrics out of it.
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A TrustScore which measures trustworthiness on a scale of 1 to 1000, with
1000 being the most trustworthy. The score represents a composite of universal
trustworthiness “virtues” like consistency, generosity, and transparency. In essence
this is very similar to regular credit score except the source of information, but
represents mainly your worthiness in online/sharing world.
TrustCard is an online widget that shows your profile picture, name,
TrustScore, data sources, and the TrustCard Badges you’ve earned. The card can be
embedded almost anywhere to let others know that you’re trustworthy: across
participating sharing site user profiles, personal identity sites, blogs — even your
email signature.

A TrustCard Badge represent trustworthiness in different contexts. Some badges
highlight behaviors like consistency, generosity and transparency. Other Badges
represent specific areas such as room-sharing, car-sharing, or task-sharing.
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Overall as you can see what TrustColud is providing is "online" version of credit
score and credit report built based on your personal data exhaust. The TrustScore
along with TrustCard/TrustBadges are relevant in context of new "sharing"
economy and online services which most of us are using in everyday life – renting
the apartment thought such services as AirBnB and HomeAway, sharing your car for
a ride or selling something on eBay.

EMERGING OPPORTUNITY - CREDIT SCORE 2.0
Now let's talk about market opportunity which we see in this sector. We think that
there is a need in new kind of credit score - "Credit Score 2.0". Credit Score 2.0
should be less sensitive and confidential compared to classic credit report to be
used widely online. It should be more relevant in context of social networks, online
marketplaces and sharing services which people use - the fact that you have no debt
and high salary does not mean you’re careful apartment renter or that you accept
returns once you sell something on eBay.
In a simple way Credit Score 2.0” is similar to current seller/buyer rating on eBay.
The problem with the eBay rating is you cannot easily benefit from it within other
online services and it is limited to reflect your trustworthiness as seller/buyer of
goods on the internet, but tells nothing about your apartment rental history or car
sharing experience. The Credit Score 2.0 should fill exactly those gaps to be widely
accepted and useful - it should be portable/sharable between online services and
should be universal. In this respect data exhaust is the perfect data source for it - the
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data exhaust we leave behind has a lot of details and dimensions allowing the ability
to make such metrics very powerful and relevant from many perspectives. At the
same time most "exhaust" data is public today, so there should be less concerns
using it vs. sources of classic credit reports which many people consider
confidential.
How to monetize Credit Score 2.0? We think there are many opportunities, but in
the simplest form - online services such as AirBnB or HomeAway could pay to Credit
Score 2.0 providers (for example, to TrustCloud) to link user profiles with
TrustCard, so that renters could see landlord's TrustScore and TrustBadges and
could use it while selecting among potential places to rent. Same is true from
landlord's perspective - if there are multiple candidates for your apartment, it is
useful to have some score helping to decide which candidate is better future tenant.

CREDIT SCORE 2.0 MARKET & FUTURE
The current market is new and has few established players. We expect more
companies to appear in this area to bring newer/better technology and to address
specific scenarios and concerns. Emerging players will substitute/complement
current established services like Experian and Equifax in many services where
“classic” credit report is not relevant. Once monetization is clear there will likely be
many mergers and acquisitions done by current established Big Data players.
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ABOUT UC BERKELEY CENTER FOR ENTREPRENEURSHIP &
TECHNOLOGY
The Center for Entrepreneurship & Technology (CET) seeks to foster entrepreneurship
within the University and to bring Berkeley’s research capability to industry
collaborations. To these ends, the CET hosts multi-disciplinary research projects in
collaboration with industry stakeholders; as well as provides mentoring and support to
new Berkeley ventures.

National rankings consistently place UC Berkeley’s undergraduate and graduate
programs among the worl’s best. Berkeley is home to top scholars in every discipline,
accomplished writers and musicians, star athletes, and stellar scientists—all drawn to this
public university by its rich opportunities for groundbreaking research, innovative
thinking and creativity, and service to society.
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